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Abstract

The Internet of Everything (IoE) is a unifying framework that connects heterogeneous
networks spanning bio-nano, space, and agent systems. Within the IoE framework,
information exchange needs to operate across multiple modalities and heterogeneous
channels under constrained spectrum, energy, and latency budgets, conditions under
which traditional bit-level communication cannot meet these requirements. Semantic
communication is a promising paradigm that aligns information transmission with
task objectives by conveying task-relevant semantic representations instead of raw
data. This thesis integrates semantic communication into the IoE framework and
demonstrates its effectiveness across three domains: Internet of Bio-Nano Things
(IoBNT), Internet of Space (IoS), and Internet of Agents (IoA).

The first contribution develops a semantic-empowered molecular communication
framework for biomedical diagnostic tasks in the [oBNT. The framework employs a deep
encoder—decoder architecture to extract, quantize, and reconstruct semantic features,
and introduces a probabilistic channel network that approximates molecular propagation
dynamics to enable gradient-based optimization for semantic learning. Experimental
results show improved performance and robustness compared to conventional baselines.

The second contribution presents the first semantic communication architecture
tailored to the IoS. A three-layer architecture is designed with a data layer for multi-
modal data acquisition and feature extraction, a transport layer for semantic coding
and transmission, and an application layer for semantic interpretation and decision
making. Performance is evaluated through a representative deep-space case study on
semantic-based monitoring of Martian dust storms.

The third contribution formalizes the IoA as a semantic-aware communication
paradigm for coordination among heterogeneous large language model (LLM) agents and
identifies federated learning as the enabling substrate for distributed agent coordination.
The resilience of federated LLM agent networks is studied, including a critical analysis
of mainstream security mechanisms. A graph representation—based poisoning attack
is investigated and empirically evaluated, and the resulting insights inform a security

roadmap for future IoA research.
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Chapter 1

Introduction

1.1 Semantic Communication

According to Shannon and Weaverd3], communication could be viewed through three
hierarchical levels: (i) transmission of symbols; (i) semantic exchange of transmitted
symbols; (iii) e ects of semantic information exchange. Speci cally, the rst level of
communication primarily focuses on the successful transmission of symbols from the
transmitter to the receiver, where transmission accuracy is typically assessed by bit
or symbol error rates. The second level of communication deals with the semantic
information sent from the transmitter and the meaning interpreted at the receiver,
termed semantic communication. The third level concerns the e ects of communication
that turn into the receiver's ability to perform certain tasks as desired by the transmitter
[27]. Despite advances from the rst through the fth generation that have driven
practical performance toward the Shannon limit, achieving symbol-level reliability
alone does not guarantee success at the higher two levels, particularly under stringent
spectrum, energy, and latency constraints [68].

Building on recent advancements in deep learning for natural language process-
ing and for modern communication systems, recent work has developed a semantic
communication framework that operationalizes the second level of communication
[55, 66, 67, 69, 23]. The central design shift is to replace the conventional separation of
source and channel coding with an end-to-end joint source-channel coding architecture
[10]. An encoder, a di erentiable channel network, and a decoder are trained jointly
so that the representation formed at the transmitter and the reconstruction produced
at the receiver are governed by the same task criterion and by the statistics of the
propagation medium [8]. Training instantiates semantic distortion through a task-
assigned loss or a latent similarity measure and evaluates this objective under stochastic
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channel impairments, thus coupling representation learning with channel conditions
and resource constraints3g]. Furthermore, the training process supports regularization
for communication budgets through rate splitting 6] and allows compatibility with
conventional modulation and error control when requiredlfl, 70], which facilitates
integration with existing frameworks without altering the core objective.

Within the semantic communication framework, the treatment of input data is
modality dependent and follows the same principle of preserving task-relevant meaning
while suppressing redundancy. For text, the encoder maps sentences into task oriented
latent semantics and the decoder reconstructs a meaning preserving representation
suitable for downstream tasks48]. For images, the joint source-channel coding maps
visual content into channel robust feature tensors and reconstructs a representation
that preserves semantics relevant to tasks such as classi cation or detection, with
training objectives grounded in task-assigned loss or perceptual consistengs].[ For
speech and audio, raw waveforms or spectrograms are embedded in content that
carries representations that retain lexical or paralinguistic cues needed for recognition
or understanding of intent while discarding channel-speci c variation6§, 56|. For
video, temporal encoders summarize motion and appearance into compact trajectories
or segment level descriptors so that the decoder recovers the information required
for activity analysis rather than pixel accurate frames3(0. These modality specic
pipelines adhere to the same training protocol, namely optimizing a semantic distortion
aligned with the downstream tasks under realistic channel statistics, which yields
compact and robust representations across heterogeneous data sources.

Despite promising applications, several open questions remain. Semantic representa-
tions are inherently task dependent, and a universal metric applicable across modalities
has not yet emerged. The robustness of latent representations to distribution shifts and
adversarial perturbations is not fully understood, and existing countermeasures often
operate at the symbol level rather than at the level of meaning. Interoperability is also
an open problem, since there is no widely accepted syntax for semantic packets that
would allow heterogeneous devices to exchange task-relevant content in a consistent
manner. These challenges motivate a careful study of semantic encoders, semantic
distortion metrics, and coding strategies under diverse constraints, which in turn calls
for a unifying perspective that can be instantiated across di erent types of networks.



1.2 Internet of Everything 3

1.2 Internet of Everything

The Internet of Everything (I0E) is a framework for interoperability across specialized
Internet-of-X (loX) domains by enabling interaction among heterogeneous systems that
di er in carriers, scales, media, and data semantics. I0E exploits complementarities
rather than treating domains as isolated verticals and supports applications that range
from molecular processes to planetary systemy.[ Within this landscape, the Internet

of Bio-Nano Things (IoBNT) interconnects bio-nano devices that communicate through
nonconventional mechanisms such as molecular signaling in di usive and reactive media,
with the objective of real time sensing and control of biological dynamic8¢]. The
Internet of Space (10S) extends connectivity through constellations of small satellites
and supporting ground and aerial segments to deliver global access and to manage links
with long delays and intermittent contacts p]. Furthermore, the Internet of Agents
(loA) provides an agent-centric infrastructure for autonomous entities driven by large
language models or vision language models to discover capabilities, orchestrate tasks,
and coordinate actions at scale [61].

Building on this foundation, the next three subsections introduce 10BNT, loS,
and |oA as representative 10X domains within the IoE framework. Although Io0BNT
and loS operate at vastly di erent spatial and temporal scales, they exhibit similar
channel characteristics, including long propagation delays, intermittent connectivity,
strong interference, and stringent budgets; therefore, applying semantic communication
in both domains follows a consistent design logic. Within the IoE framework, [0A
functions as a service layer that ingests measurement data and semantic information
from physical applications across the IoE (e.g., [oBNT and 10S) to train, coordinate,
and deploy large model agents that support those environments through planning,
orchestration, and closed-loop actuation. The common methodological thread is
semantic communication: encode task-aligned meaning at the source, transport it
robustly over communication channels, and decode it into mission objectives that guide
agent policies. This perspective uni es the three domains in this thesis and provides
a coherent transition to the problem formulations and design choices developed in
subsequent chapters.

1.2.1 Internet of Bio-Nano Things (IoBNT)

The 10BNT interconnects bio nano devices deployed within living tissues and mi-
cro uidic platforms for sensing, actuation, and closed-loop control of physiological
processes. Communication in [oBNT commonly relies on molecular mechanisms,
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including di usion-driven propagation, ligand receptor binding, enzymatic reaction
pathways, and microbe- or cell-mediated transport, under stringent constraints on
size and energyd, 35. Channel behavior exhibits long memory, stochastic arrival
times, and pronounced intersymbol interference; system design must also address
nanoscale energy harvesting, biocompatibility, and on-site processing of biosignad.[
Representative applications include continuous intrabody health monitoring, disease
diagnosis, targeted drug delivery, and lab-on-a-chip technolog8Q 11, 88, 47]. The
combination of unconventional carriers, severe resource limits, and clinical decision
needs motivates communication strategies that preserve meaningful content rather
than delity to raw data.

Contribution 1:  This thesis proposes an end-to-end semantic learning framework
designed to optimize task-oriented molecular communication, with a focus on biomedi-
cal diagnostic tasks under resource-constrained conditions. The proposed framework
employs a deep encoder-decoder architecture to e ciently extract, quantize, and decode
semantic features, prioritizing task-relevant semantic information to enhance diagnostic
classi cation performance. Additionally, a probabilistic channel network is introduced
to approximate the dynamics of molecular propagation, enabling gradient-based opti-
mization for end-to-end learning. Experimental evaluations on a representative dataset
demonstrate the e ectiveness of the proposed framework.

1.2.2 Internet of Space (loS)

The 10S enables connectivity across space, aerial, and ground segments. The space
segment comprises low-earth orbit (LEO) and geostationary orbit (GEO) constellations
that include CubeSats and larger satellites with intersatellite links; the aerial segment
employs high-altitude platforms and unmanned aerial vehicles (UAVs); the ground
segment consists of gateway stations, mission operations centers, and edge data centers
orchestrated using software-de ned networking and network function virtualization

[4]. Operation across these segments encounters intermittent visibility windows, long
and variable propagation delays, Doppler and blockage dynamics, stringent spectrum
and power budgets, radiation-hardened hardware constraints, and contact-plan driven
intermittency [18, 6]. Application domains include global 10T backhaul for remote
regions, disaster response and emergency connectivity, Earth observation for agriculture
and climate, maritime and aviation monitoring, and deep-space science missions
[85, 34, 13]. These characteristics create requirements for interoperable and contact-
aware communication, for energy- and spectrum-e cient transmission, and for mission-
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centric prioritization of information, thereby motivating a task-oriented and semantics-
aligned design that will be developed next.

Contribution 2:  This thesis proposes the rst semantic communication archi-
tecture tailored to loS environments. The design adopts a three-layer framework
that includes a data layer for multimodal feature extraction, a transport layer for
semantic encoding and transmission under intermittent contacts and long delays, and
an application layer for mission-level interpretation and decision making. A synergistic
ISAC with terahertz (THz) links is further introduced to align sensing delity with
semantic entropy demands, improving spectral e ciency and task-aware robustness
in harsh space conditions. The architecture is validated through a deep-space case
study on semantic monitoring of Martian dust storms, demonstrating gains in energy
e ciency, transmission reliability, and mission-oriented decision support.

1.2.3 Internet of Agents (I0A)

Recent advances in large language models (LLMs), such as ChatGPT, LLaMA,
DeepSeek, and Gemini, have shifted Al from single-task utilities to autonomous
agents capable of perception, reasoning, and actidd?] 29). Scaling such agents from
standalone deployments to collaborative ecosystems requires an infrastructure for ca-
pability discovery, coordinated decision making, and policy enforcement. The Internet
of Agents (IoA) aims to address this requirement by de ning a new semantic-aware
communication paradigm for LLMs, in which heterogeneous agents exchange intents,
beliefs, and plans across virtual and physical environment81]. The loA infrastructure
provides capability discovery, coordinated decision making, and policy enforcement,
with core services for adaptive communication, dynamic task orchestration, consensus
and con ict resolution, and incentive mechanisms8p]. Federated learning serves as
the principal enabler by allowing geographically distributed agents to re ne models
through gradient or parameter sharing instead of raw data, thereby preserving data
sovereignty and reducing dependence on centralized servéis However, update tra c
in federated LLMs (FedLLMs) introduces attack surfaces that include model poisoning,
gradient leakage, and semantic manipulation, which exploit higher order correlations
among benign updates and often evade detectors operating at the bit or symbol level
[40, 39]. These security and privacy risks motivate an adversary-centric robustness
study of FedLLMs within the 10A setting.

Contribution 3:  This thesis rst formalizes the I0A architecture as an agent-centric
stack for semantic level exchanges of intents, beliefs, and plans, with federated learning
as the communication substrate that coordinates model updates among distributed
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large language model agents. Within this framework, the thesis examines the resilience
of federated large language models in wireless networks. A focused review shows
that prevailing defenses rely on distance or similarity based outlier detection and
degrade under non-independent and identically distributed (non-1ID) textual data,
where adaptive adversaries craft updates that remain close to benign statistics. The
study analyzes a graph representation-based model poisoning method that exploits
higher order correlations among client gradients to evade detection. Finally, a security
roadmap for future 10A research is outlined.

1.3 Thesis Structure

Building on the foundations of semantic communication and the Internet of Everything
introduced above, the remainder of this thesis instantiates and evaluates the proposed
methodology across three representative domains. The thesis is structured as follows:
Chapter 2 develops a semantic-empowered molecular communication pipeline for
the Internet of Bio Nano Things, including a system model for di usion reaction
channels, an end-to-end encoder decoder with a probabilistic channel network, and an
experimental evaluation for biomedical diagnostics. Chapter 3 formulates requirements
for the Internet of Space, presents a three-layer semantic architecture with standardiza-
tion and interoperability considerations, and validates the design in a deep-space use
case. Chapter 4 introduces the Internet of Agents as a semantic-aware communication
paradigm for large language model agents, identi es federated learning as the enabling
substrate, and investigates adversarial robustness with a graph-representation poisoning
framework and corresponding analysis. Finally, Chapter 5 concludes this thesis.



Chapter 2

Semantic-Empowered Molecular
Communication for the IoBNT

2.1 10BNT: Motivation and Challenges

Molecular communication (MC) has emerged as a promising paradigm for information
exchange in environments where traditional electromagnetic (EM)-based communication
systems encounter fundamental limitations. Unlike EM waves, which su er from severe
attenuation and interference in biological and uidic environments, MC relies on the
controlled release, propagation, and detection of molecules to encode and transmit
information [2]. This approach is particularly well-suited for applications in the
Internet of Bio-Nano Things (IloBNT), where micro- and nanoscale devices operate in
biological systems 16]. Key IoBNT applications include disease diagnosis, targeted
drug delivery, and real-time health monitoring, where MC provides a biocompatible
and energy-e cient communication mechanism [26].

Despite its potential, the practical deployment of MC in IoBNT faces signi cant
challenges, including low data rates, severe inter-symbol interference (ISlI), and high
susceptibility to noise. These impairments substantially limit the molecular chan-
nel's ability to support complex data transmission, which is critical for biomedical
applications such as disease diagnosis and physiological signal monitoriig). [ Given
the stochastic nature of molecular propagation, addressing these challenges requires
novel approaches to enhance communication e ciency while ensuring robustness under
dynamic and uncertain channel conditions [8].

To overcome these limitations, incorporating semantic processing into communica-
tion systems has emerged as a promising solution for optimizing resource-constrained
environments by prioritizing task-relevant information over conventional bit-level ac-
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curacy [21]. In [1(Q], a semantic-based joint source-channel coding (JSCC) framework
was introduced to directly map source data to channel symbols, eliminating the need
for separate compression and error correction. By jointly optimizing encoding and
decoding, JSCC demonstrated enhanced robustness against noise and bandwidth con-
straints in wireless communication, ensuring graceful performance degradation under
varying channel conditions. The work in 37] extended semantic communication to the
[oBNT domain by integrating domain knowledge into the encoding process, improving
e ciency in biologically constrained environments with strict energy and resource
limitations. Furthermore, [7§ investigated the integration of semantic communication
with molecular systems. This work introduced an end-to-end training approach to
enhance communication reliability under stochastic propagation e ects, demonstrating
the feasibility of semantic encoding in molecular channels.

Although semantic-based methods have been explored in molecular communication,
existing approaches struggle to map task-relevant information into physically transmit-
table molecular parameters while accounting for the stochastic and non-di erentiable
nature of molecular propagation. Moreover, the lack of a structured mapping between
high-level semantic information and molecular transmission parameters limits the
adaptability and transferability of current models across dynamic channel conditions
and diverse 10BNT tasks 11]. These gaps motivate an end-to-end design that cou-
ples task-aligned semantic learning with a learnable mapping to molecular control
parameters and a di erentiable surrogate of the propagation process.

In this work, we propose an end-to-end semantic molecular communication frame-
work using a deep encoder-decoder architecture to extract, quantize, and decode
task-oriented semantic features. We introduce a quantization function to optimize the
semantic-to-physical mapping and enhance system transferability. To achieve channel
di erentiability, we further propose a probabilistic channel network that models the
stochastic dynamics of molecular propagation. This integration facilitates end-to-end
training and dynamic adaptation to channel conditions. Unlike conventional methods
focused on bit-level transmission, our method prioritizes semantics aligned with task
objectives, demonstrating superior e ciency and robustness over traditional baselines in
diagnostic image classi cation tasks. Figure 2.1 speci es the target application studied
in this work: a bio nano robot operating in the gastrointestinal tract performs lesion
assessment, extracts decision-critical semantics onboard, and conveys these semantics
over a molecular link under stringent bandwidth, energy, and reliability constraints
[14]. This scenario de nes the operational requirements that drive the system design.
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Fig. 2.1 Target application scenario for semantic-empowered molecular communication
system: A bio nano robot operates in the gastrointestinal tract to detect a suspected
lesion. Task-oriented semantic features are extracted onboard, compressed, and trans-
mitted over a molecular link under severe bandwidth, energy, and ISI constraints; the
receiver reconstructs semantics for diagnostic decision support [14].

Fig. 2.2 3D molecular propagation channel with a constant uniform ow velocity.

2.2 Molecular Communication System Model

In this work, we consider a single-input-single-output (SISO) molecular communication
system operating in an unbounded, three-dimensional environment with a constant
uniform ow velocity, as shown in the Fig. 2.2. The transmitter (Tx) and receiver
(Rx) are assumed to be synchronized, ensuring precise alignment during each symbol
transmission pZ. The Tx encodes information by instantaneously releasing identical
molecules at the beginning of each symbol slot with duratioty. All molecules are
assumed to share identical physical properties, such as size and di usivity, and are not
subject to collisions or chemical reactions. Consequently, their motion is determined
by a combination of random Brownian di usion and a uniform drift at velocity v.
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2.2.1 Semantic Coding Design

The semantic coding design of the molecular communication system is structured to
accommodate a wide range of input data types, provided they align with the semantic
objectives of the system. The input data, denoted as, can represent diverse forms of
information, such as medical images, environmental sensory data, or encoded signals,
depending on the speci c application context. In this work, represents images,
including medical images used for diagnostic image classi cation tasks in the I0BNT.
Mathematically, 2 R" W € whereH, W, and C denote the height, width, and
number of channels of the image, respectively. These images serve as the initial input to
the transmitter, which extracts semantic features essential for downstream tasks, such
as classi cation or detection. The transmitter utilizes an encoder to transform into

a lower-dimensional representation of semantic featur€s. These features capture the
essential information required for the communication task while eliminating redundant
data. The transformation is mathematically expressed as:

F=1() (2.1)

wheref () denotes the encoding function parameterized by This function transforms
the input data into a lower-dimensional semantic feature representatida, capturing
task-relevant information while eliminating redundancies. This encoding step is critical
for optimizing the limited bandwidth of the molecular communication system. The
detailed design and implementation of () will be discussed in subsequent sections.
To enable molecular transmission, the semantic featuré&s are further mapped to a
normalized vector of channel input symbol$V 2 [0; 1] using a quantization function
Quantize( ). This process is de ned as:

W = Quantize(F) = Q (F); (2.2)

proportion of molecules to be released in the corresponding time slot. Speci cally,
the actual number of molecules released by the transmitter is determined By, np,,
wheren,, is the maximum molecular release capacity. This design ensures that the
semantic featured= are e ciently encoded into a compact, continuous representation,
compatible with molecular communication constraints. The quantization process
employs non-linear transformations and probabilistic decisions to generate the vector
W. This approach facilitates the end-to-end optimization of the communication
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system by allowing the encoder and decoder to jointly adapt to the molecular channel
characteristics. Further details on the mathematical formulation and implementation
of Q (F) will be elaborated in later sections.

2.2.2 Molecular Propagation Model

The molecular communication (MC) system under consideration features a point
transmitter (Tx) at dx = [0;0;0] and a spherical receiver (Rx) centered allgy =
[R;0;0]. The position of an information molecule at timet is denoted byd(t) =
[Xt; yt; ], and a uniform drift velocity v = [v;0; 0] acts along thex-axis. At the Tx's
location d+, and time t, the molecular concentration is expressed as:

X
( de;t) = TX;i de;t ; (2-3)
i=1
where 1.(d;t) represents the contribution to the concentration for tha-th bit
of the normalized vector of channel input symbol8V, which is expressed as:

Tx;i(de;t) = Winm t ti ; (24)

where W, 2 [0; 1] is the normalized release factor for theé-th time slot, n,, is the
maximum number of molecules released per time sldf,= (i 1)ts is the release time
for the i-th bit, and () is the Dirac delta function modeling instantaneous molecular
release. Once emitted, the molecules propagate through the medium via a combination
of random Brownian di usion and directed drift. This process is governed by the
advection di usion equation [26]:

@ d;t) _

—ai -
where ( d;t) is the molecular concentration at positiond and time t, D. is the
di usion coe cient, r 2 denotes the Laplace operator, and is the gradient operator
in Cartesian coordinates. The rst term on the right-hand side captures molecular
di usion, while the second term describes the e ect of the uniform drift velocity.

To fully characterize the molecular propagation, initial and boundary conditions
are imposed §7]. At t = 0, all molecules are assumed to be concentrated a,,
represented by the spatial Dirac delta( d;0)= d dqx . The boundary condition
assumes an unbounded environment, such thém g1 d;t =0 forallt> 0.
Solving the advection-di usion equation under these conditions yields the probability

Dr2(d;t) r v(d;t); (2.5)
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density function (PDF) for nding a single molecule at positiond and time t:

1 o MVt dnk
4Dt 4Dt

f(d;t) = (2.6)

This PDF describes the spatiotemporal distribution of molecules as they propagate
through the medium under the combined e ects of di usion and drift. Intuitively, the
PDF indicates that molecules are more likely to be found near the transmitter at earlier
times, while increased di usion and drift broaden the distribution as time progresses,
reducing the likelihood of capture at distant locations. To evaluate the likelihood of
molecular capture at the receiver, the PDF is integrated over the spherical volume
of the receiver, denoted a¥, = %. Under the Uniform Concentration Assumption
(UCA) [46], which applies when the receiver is su ciently far from the transmitter, the
molecular concentration is approximately uniform within the receiver's volume. Using

this assumption, the probability of capturing a molecule at the receiver simpli es to:

2
V, R vt
3= €Xp

P(t)= _
4D t 4Dt

2.7)

whereR represents the distance between the transmitter and receiver,is the uniform
drift velocity, and t is the time elapsed since molecular release. Since each signal
molecule is transmitted independently, the number of molecules observed by the
receiver, denoted af, follows a binomial distribution. Speci cally, for n,, molecules
released by the transmitter, the distribution is given by:

N(nm;t) B nm;P(t) ; (2.8)

whereB () denotes the binomial distribution, andP (t) is the probability of capturing
a single molecule at the receiver, as derived previously. Whagp, is su ciently large,
the binomial distribution can be approximated by a Gaussian distribution [78]:

N(nm;t) N nnP({);n,P(t) 1 P() ; (2.9)

where N () denotes the Gaussian distribution, with meam,,P(t) and variance
nmP(t)(1 P(t)). During the communication process, molecules released in prior
time slots may arrive at the receiver due to the uncertainty introduced by molecular
di usion. This e ect, known as ISI, is typically negligible when the drift velocity
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signi cantly dominates the Brownian di usion. However, when di usion becomes
the predominant propagation mode, ISI can degrade the system's communication
performance signi cantly. Additionally, the molecular communication channel may
introduce Gaussian noise due to molecular decomposition or emissions from other
nano-machines. This noise is modeled &kse N (0; 2). Considering both ISI and
noise, the total number of molecules observed by the receiver at theh time slot can

be expressed as:

- X -
Nobs(j;t) = WiN (np; t) + Wi N (Nm;t+ its) + Npgise; (2.10)
i=1
whereW,; is the transmitted bit at the j-th time slot, and represents the length of
the channel memory, capturing contributions from previous time slots. For simplicity,
in this work, we consider =1, accounting for ISI caused by molecules released in the
immediately preceding time slot.

2.2.3 Signal-to-Interference Ratio Analysis

The signal-to-interference ratio (SIR) is a critical metric for assessing the performance
of molecular communication systems, particularly in scenarios a ected by ISI. ISI arises
from the delayed arrival of molecules released in previous symbol slots, which interfere
with the current transmission. In the proposed semantic coding scheme, the SIR is

de ned as:
Wj N (nm ; t)

i=s Wi )N (nm;t+ its) + Npgise’

SIR = p (2.11)

whereW; and W; y represent the transmitted bits at the current and previous time
slots, respectively.N (nn;t) denotes the expected number of molecules observed at the
receiver at timet, and Nyise represents Gaussian noise introduced during molecular
propagation. A higher SIR indicates better MC performance, as the desired signal
dominates residual ISI and noise. Two key physical factors, the transmitter receiver
distanced and the ow velocity v, strongly in uence the SIR: increasingd reduces
the observed concentration at the receiver due to greater di usion and attenuation
over longer paths, while decreasing increases temporal dispersion (longer residence
times), thereby strengthening the ISI tail and allowing molecules from prior symbols
to interfere more with the current observation.
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Fig. 2.3 End-to-end semantic molecular communication framework and training work-
ow. (1) Input data enter the encoder, which extracts task-relevant semantics and
performs probabilistic quantization to produce a molecular signal. (2) The molecular
signal passes through the molecular channel, whose stochastic input output behavior
is emulated by a learnable channel network. (3) The channel network is trained using
a channel loss that compares its predictions with the quantized supervision. (4) The
decoder maps the received signal to the task output, and the encoder and decoder are
jointly optimized with a cross-entropy loss, while the channel network remains in the
loop. (5) The trained encoder, decoder, and channel models are integrated back into
the system for deployment in communication tasks.

2.3 Semantic Learning Framework

In this section, we introduce the proposed end-to-end semantic molecular communica-
tion framework, which is speci cally designed to address diagnostic image classi cation
tasks in the IoBNT. The framework aims to determine task-speci ¢ outputs, such as
disease severity or diagnostic labels, based on molecularly transmitted information. As
illustrated in Fig. 2.3, the proposed framework integrates semantic feature extraction,
molecular communication channel modeling, and semantic decoding into a uni ed
system. By employing deep neural networks, the framework e ciently encodes and
transmits task-relevant information while mitigating the e ects of channel noise, 1SI,
and stochastic distortions inherent to molecular communication. This design enables
robust task execution even in challenging communication environments, ensuring high
reliability and accuracy for loBNT applications.
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2.3.1 Encoder and Decoder Architecture

The proposed framework integrates semantic feature extraction, quantization, and
decoding to enable robust end-to-end learning in molecular communication systems.
This section provides a detailed explanation of the key components of the system,
explaining the functions of the encoder and decoder.

Semantic Feature Extraction

The encoder, parameterized by , transforms the input medical image into a
lower-dimensional semantic representatioR 2 R* through the mappingF = f ( ).
Here,f () represents a convolutional neural network (CNN) augmented with a nal
linear transformation layer. This design extracts task-oriented semantic features while
minimizing redundancy, providing a continuous, unnormalized representatidn suitable
for subsequent processing. The semantic featuresencapsulate high-level abstractions
of the input image , such as diagnostically signi cant patterns or regions indicative of
disease severity.

The encoder consists of ve convolutional layers, each followed by batch normaliza-
tion to stabilize training and LeakyReLU activation functions to introduce non-linearity.
This hierarchical design progressively reduces the spatial dimensions of the input image
while increasing the abstraction level of the extracted features. The outpiit from
the encoder serves as a compact, high-dimensional semantic representation, which
is further processed by the quantization modul€ (F) to generate the normalized
molecular transmission parameter§V 2 [0; 1)¥.

Probabilistic Quantization

To transform the semantic featuresk into a normalized vector of channel input
symbolsW 2 [0; 1], the quantization function W = Q (F) is employed as a critical
intermediate step, whereQ () is implemented as a fully connected neural network
parameterized byQ . This function maps each componenE; of the semantic feature
vector to a corresponding elemenitV; 2 [0; 1] in the normalized output vectorW. This
design ensures that the semantic features are translated into a physically interpretable
molecular communication parameter, enabling seamless integration with the channel.
The distinction betweenF and W underscores the necessity of the quantization
step. While F captures high-level, abstract semantic features relevant to the diagnostic
task, these features are not directly compatible with the constraints of molecular
communication. As a normalized vector of channel input symboldV aligns the
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semantic representation with the physical requirements of the communication system.
This transformation is crucial for facilitating end-to-end optimization while maintaining
interpretability and compliance with molecular constraints. By incorporatingQ (F),
the system ensures robust gradient ow during training and e ective adaptation of the
semantic features to the molecular communication, achieving both task relevance and
transmission e ciency.

Task-Speci ¢ Decoding

The decoder, parameterized by , directly maps the received channel output symbols
Whry to the task-speci ¢ output y, which represents the predicted probability distribu-
tion over eight classes in image classi cation tasks. This decoding process is formulated
as:

y =9 (Wrx); (2.12)

whereg () is implemented as a series of fully connected layers designed to process the
normalized molecular transmission parameteM/r, into the semantic outputy. The

nal layer employs a Softmax activation function to produce a probability distribution
over the task-specic output space. To ensure the framework is optimized for the
classi cation task, the cross-entropy loss function is employed:

X
Lce = zilog (yi) ; (2.13)
i=1
wherez; andy; are the one-hot encoded ground truth and the predicted probabilities,
respectively. The end-to-end optimization of the framework minimizes this loss function:

(5 ; )=argmin Lce: (2.14)

The encoder and decoder architecture, as shown in Table 2.1, is meticulously de-
signed to achieve e cient and robust task-speci ¢ coding and decoding in the proposed
framework. Each layer is de ned by its type, activation function, and other hyperparam-
eters, all of which are carefully optimized to ensure superior performance. Furthermore,
the parameterc,, representing the number of Iters in the nal convolutional layer
of the encoder functionf ( ), allows the framework to exibly balance bandwidth
constraints with task-speci ¢ accuracy. This adaptability ensures that the architecture
can cater to diverse molecular communication scenarios, maintaining high semantic
delity while adhering to the physical limitations of the channel. The design not only
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Table 2.1 Architectures of the Encoder and Decoder Networks

Function ‘ Layer ‘ Type ‘ Out/Kernel ‘ Stride/Pad ‘ Activation / Post ‘
Convl Conv2D 32 99 2=4 BN + LeakyReLU ( =0:1)
Conv2 Conv2D 64 5 5 2=2 BN + SE + LeakyRelLU
f () Conv3 Conv2D 128 3 3 2=1 BN + SE + LeakyRelLU
Conv4 Conv2D 128 3 3 1=1 BN + LeakyRelLU
Convbs Conv2D Cout =128 3 3 1=1 Linear
GAP GlobalAvgPool2D Cout =128 = Output F 2 R128
FC1 Fully Connected 128 = RelLU
Q (F) FC2 Fully Connected 128 = RelLU
Output Fully Connected k=64 = Sigmoid ([0;1])
FC1 Fully Connected 128 = BN + RelLU
g (Wrx) FC2 Fully Connected 64 = Dropout (p=0:5) + RelLU
Output Fully Connected N ¢lass =8 = Softmax

facilitates e ective processing of received data but also enhances the relevance and
reliability of the output for downstream tasks.

2.3.2 Channel Network

The channel network is a vital component of the communication framework, serving as
a probabilistic model to capture the stochastic behavior of molecular communication
channels. These channels are inherently random due to phenomena such as noise,
molecular di usion, and ISI, all of which can signi cantly distort the transmitted
channel symbolsW. By modeling the conditional probability distribution of the
received symboldNg, the channel network e ectively addresses these challenges and
enables robust end-to-end optimization.

In molecular communication, the number of transmitted molecules directly in u-
ences the received signals at the receiver, which typically follow a binomial distribution.
This distribution can be approximated by a Gaussian distribution when the number
of transmitted molecules is su ciently large, enabling computationally e cient mod-
eling [2]. To capture the stochastic transformations introduced by the channel, the
channel network models the conditional distribution ofWgx as a mixture of Gaussian
distributions: "

P(WrdW) = (W) (WriW); (2.15)

i=1
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Table 2.2 Architecture of the Channel Network

Layer Type Output Dim. Activation
Input Layer Fully Connected hhidden = 20 LeakyRelLU
Feature Extraction Fully Connected hhigden =20 LeakyRelLU
Mean Output () Fully Connected h=2 Linear
Variance Output ( 2) | Fully Connected h=2 RelLU
Mixing Coe. () Fully Connected h=2 Softmax

whereh = 2 represegts the number of Gaussian components, are the mixing
coe cients that satisfy = ', (W) =1, and"' ;(Wrx) denotes thei-th Gaussian kernel:
1 kK (Wrx 1(W)K*

"i(Wr W) = & mexp 2 2(W) ;

(2.16)

with ; and 2 representing the mean and variance of thieth Gaussian component,
respectively. The channel network is implemented with multiple fully connected
layers designed to estimate the parameters of the Gaussian mixture model, including
the means (;), variances ( ?), and mixing coe cients ( ;). The mixture captures
multi-modality induced by random propagation and interference: means; shift
with expected reception levels, variances? widen under stronger uncertainty, and
the weights ; adaptively trade between these regimes as channel conditions vary.
These learned parameters de ne the conditional distributiop(WgxjW), facilitating
accurate modeling of the stochastic channel e ects and enabling robust decoding of
the transmitted symbols.

To address ISI, the channel network processes input symbols corresponding to
molecules emitted in di erent time slots. A sliding input mechanism dynamically
adjusts features associated with earlier emissions to account for their delayed impact on
the current time slot. This design e ectively mitigates ISI by incorporating historical
molecular contributions into the modeled distribution. The detailed architecture of the
channel network is outlined inTable 2.2 , where each fully connected layer captures the
non-linear relationships between transmitted and received channel symbols, providing
an accurate representation of molecular channel dynamics.

2.3.3 Network Training

The training of the proposed communication framework is divided into two stages:
channel network pre-training and joint optimization of the encoder and decoder. This
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two-stage process ensures that the channel model accurately captures the stochastic
dynamics of molecular communication, enabling e ective end-to-end optimization.

Pre-training the Channel Network

The channel network is trained separately using randomly generated channel symbols
vectors W and their corresponding received vector$Vry, simulated based on the
molecular propagation channel described in Section 2.2.2. The data are generated using
Smoldyn, a particle-based molecular communication simulation software, to mimic the
behavior of the molecular propagation system. This simulation captures the e ects of
noise, di usion, and ISI, providing realistic training data for the channel model. The
channel network learns the conditional probabilityp(WgrxjW), modeled as a Gaussian
mixture distribution, by minimizing the negative log-likelihood loss:

|

X |
Len = K log i(W;)" i(Wrx; W) (2.17)
j=1 i

whereW, and Wr,; denote the transmitted and received channel symbols at thjeth
instance, respectively. The terms; and ' ; represent the mixing coe cients and
Gaussian kernel functions, parameterized by the channel network, de ned as:

(Wij i)Z!

) (2.18)

1
"i(Werxj W) = QﬁeXp

where ; and ? are the mean and variance of the-th Gaussian component, and ; (W, )

are the mixing coe cients that satisfy P n i(W;j) = 1. The training algorithm used

to optimize the parameters ;, i, and 2 is outlined in Algorithm 1 . This iterative
optimization process updates the parameters using gradient descent until convergence.
Upon completion of pre-training, the channel network's parameters are xed, and the
network is treated as a xed component during the subsequent training of the encoder
and decoder. This ensures that the encoder and decoder can adapt their parameters to
optimize task performance based on the xed approximation of the molecular channel.
By leveraging pre-trained channel network parameters, the system achieves robust

modeling of molecular signal propagation under stochastic channel conditions.

Joint Training of the Encoder and Decoder

Once the channel network is pre-trained, the encodér( ); Q () and decoderg () are
jointly optimized in an end-to-end manner to minimize the task-speci c loss function.
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Algorithm 1 Pre-training Algorithm for Channel Network
Input: A set of transmitted channel symbols/ and corresponding received channel
symbolsWgy; Learning rate ; Maximum iterations N.

1: Initialization: Randomly initialize the channel network parameters
f i(o); i(o); i2(0)g_ Set iteration counteri = 0.

2. while the convergence criterion is not met and< N do

3: Compute the Gaussian kernel value's;(Wgy; W;) for all j andi.

4: Compute the conditional probability distribution p(WgxjW) as a mixture of

Gaussian components.

5: Compute the negative log-likelihood los& cy .
6: Update the network parameters via gradient descent:
0 rolen: (2.19)
(DO e Llens (2.20)
A ST s (2.21)
7 Increment the iteration counter:i i +1.
8: end while
9: Output: Trained network parametersf ;; ;; 2dgl,.

For batch-based training, the loss function in Equation 2.13 is extended to account for
multiple samples and classes. The predicted probabilitigs are computed using the
Softmax function, ensuring valid probability distributions over the class labels.

The training procedure is detailed inAlgorithm 2 . The process begins with
the initialization of the encoder and decoder parameters®, © and ©, while
the channel network parameters are xed after pre-training. At each iteration, the
encoder extracts semantic features from the input , which are quantized into symbol
representationsW via the probabilistic quantization module Q(F ). These symbolsV
are transmitted through the molecular communication channel, resulting in the received
symbolsWgy. Instead of reconstructing intermediate semantic features, the decoder
directly maps Wgry to task-speci ¢ outputs y, streamlining the decoding process and
reducing computational complexity. The cross-entropy losscg is computed and used
to update the parameters of both the encoder and decoder through gradient descent.

This joint optimization approach allows the encoder to e ectively extract semantic
features that are robust to the stochastic e ects introduced by the molecular channel,
while enabling the decoder to output task-speci ¢ outputs. By incorporating the
channel network as a xed component during training, the end-to-end system achieves
optimal performance under the constraints of molecular communication environment.
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Algorithm 2 Training Algorithm for Encoder and Decoder
Input: A batch of input data , ground truth labels Z; initialized encoder and
decoder parameters©@; ©; ©: xed channel network parameters (after pre-training);
learning rate ° and maximum iterations N .

1: Initialization:  Set iteration counteri = 0.

2: while the convergence criterion is not met and< N do

3: Extract semantic features:F fol).

4: Quantize semantic featuresW  Q ) (F).

5 Transmit the channel symbolsW through the channel and obtain the received

symbolsWgy.

6: Decode task-speci c outputs:yy g ) (Wry).

7: Compute the cross-entropy loss ck.

8: Update network parameters via gradient descent:
(i+1) ) r wlLce; (2.22)
(1) O v olce; (2.23)
(i+1) Q) r oLce: (224)

9: Increment iteration counter:i i +1.

10: end while
11: Output: Trained encoderf ();Q () and decoderg ().

Optimization and Stopping Criteria

The entire training framework is optimized using the Adam optimizer, which is well-
suited for handling the stochastic nature of the training process. The learning rate and
other hyperparameters, such as the beta values for moment estimation, are carefully
tuned through empirical evaluation to achieve stable convergence. During training, the
objective is to minimize the task-speci c loss function, ensuring that the encoder learns
to extract robust and discriminative semantic features, while the decoder accurately
maps the received symbolgVg, to the nal task-speci c output y. The training process
continues until one of the following stopping criteria is met.

1. Convergence of Loss: The loss functionL cg shows negligible changes across
consecutive epochs, indicating that the model parameters have stabilized.

2. Maximum Epochs: A pre-de ned number of epochs is reached, ensuring that
the training process does not over t the model to the simulated data.

This two-stage training strategy e ectively decouples the pre-training of the channel
network from the joint optimization of the encoder and decoder. By leveraging
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Table 2.3 Parameters of the Molecular Propagation Channel for Di erent Scenarios

Parameter Scenario 1 Scenario 2
Propagation distance (R) 100 m 60cm
Receiver radius  (r) 20 m 20 m
Di usion coe cient (D¢) 800 m2=s 800 m2=s
Flow velocity (V) 50 m=s 40 cm=s
Symbol duration (ts) 4s 3s
Initial molecule number (N) 2 10* 2 10*

simulated data generated with Smoldyn, the proposed communication framework
achieves a careful balance between accurately modeling the stochastic dynamics of
the molecular channel and optimizing the task-speci ¢ objective. This ensures robust
semantic communication, even in the presence of molecular channel uncertainties
such as noise, di usion, and ISI, making the framework both e cient and reliable for
practical molecular systems.

2.4 Experiment and Evaluation

This section evaluates the performance of the proposed framework within the context
of molecular communication for biomedical diagnostics, leveraging the Kvasir Dataset
[54], which consists of endoscopic images of the gastrointestinal (GI) tract as shown in
Fig. 2.1. Two distinct communication scenarios are designed to re ect practical IoOBNT
applications. The rst scenario simulates short-range in-body molecular communication,
representative of endoscopic procedures or micro uidic systems, where communication
distances are minimal, and ow velocities are low9]. The second scenario models
long-range communication in structured experimental platforms, such as lab-on-a-
chip systems, with increased distances and ow velocitie§7, 3]. These scenarios
provide a comprehensive assessment of the framework's robustness and e ciency under
diverse molecular channel conditions, including noise, di usion, and ISI, highlighting
its potential to advance IoBNT-based diagnostics.

2.4.1 Experimental Setup
Communication Scenarios

To emulate diverse biomedical and engineered molecular communication contexts, two
distinct scenarios are de ned for the experiments. The parameters of the molecular
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channel simulation, summarized in Table 2.3, are carefully selected to re ect realistic
dynamics, including noise, ISI, and varying ow conditions:

Scenario 1. Short-range in-body communication. This scenario models
molecular communication in con ned biological environments, such as endoscopic
procedures, vascular networks, or intercellular signaling systeni&] 19]. The
propagation distance is set tdR =100 m, consistent with realistic short-range
signaling distances within the human body. The ow velocity is sette =50 m=s,

re ecting slow but measurable uidic motion, as observed in capillary blood ow
or lymphatic uid. Noise and ISI e ects are prominent due to the close-range
molecular di usion and limited clearance rates.

Scenario 2: Long-range communication in structured environments.

This scenario simulates molecular communication in engineered systems, such
as organ-on-chip or micro uidic platforms B], where controlled setups enable
long-range signaling. The propagation distance is de ned & = 60 cm, represent-
ing a balance between practical setup constraints and extended communication
distances. The ow velocity is set tov = 40 cm=s, re ecting moderate uid dy-
namics typical of structured environments. This con guration captures enhanced
molecular clearance, reducing ISI but introducing challenges such as reduced
signal concentration.

Dataset and Preprocessing

The Kvasir Dataset, a collection of Gl tract endoscopic images, is used to validate
the proposed framework. This dataset comprises 8,000 high-resolution RGB images
annotated by experienced medical professionals across eight{ss = 8) clinically
signi cant categories, including normal ndings and pathological conditions such as
polyps, ulcers, and bleeding. Each image is resized from its original resolution to
128 128 pixels, retaining the RGB channels € = 3) to preserve crucial color and
visual cues essential for accurate gastrointestinal pathology detection. The pixel values
are normalized to the rangd0; 1], ensuring consistency in input representation. The
preprocessed images (2 R'?® 128 3) are subsequently fed into the semantic encoder,
which extracts task-relevant features to optimize the classi cation task. The dataset is
split into training and testing sets using an 80:20 ratio, ensuring robust evaluation of
the framework's performance across all categories.
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Fig. 2.4 Temporal variations of SIR during the transmission of a continuous sequence
of ve "1' symbol bits in two molecular communication scenarios.

Implementation Details

The framework is implemented in PyTorch and trained on a NVIDIA GeForce RTX
4060-Ti GPU. The Adam optimizer is employed with a learning rate of = 0:001, a
batch size 0f32, and a maximum of50 epochs. To ensure stability during training, the
outputs of the channel network are normalized to the rangf; 1]. Each experiment

is conducted three times with di erent random seeds, and the averaged results are
reported to ensure statistical reliability and reproducibility. We also adopt early
stopping based on validation loss to prevent over tting and re ne convergence.

2.4.2 System Validation

To validate the proposed molecular communication system, we conducted experiments
focusing on the SIR during the transmission of ve consecutive '1' bits. This experi-
mental design was chosen to evaluate the system's ability to handle I1SI and maintain
reliable communication under realistic channel conditions. The temporal variations of
the SIR are presented in Fig. 2.4 for two distinct communication scenarios characterized
by di erent ow velocities.

In Scenario 1, the propagation of information molecules leads to signi cant ISI, as
evidenced by the lower SIR values shown in Fig. 2.4(a). The accumulated ISI reduces
the maximum SIR in subsequent time slots, with the second time slot experiencing an
approximate 50% reduction in SIR compared to the rst. This degradation highlights
the challenges posed by slower molecular clearance in low-velocity environments. In
contrast, Scenario 2 demonstrates a substantial reduction in IS, as the faster ow
velocity enables quicker molecular clearance. As shown in Fig. 2.4(b), this results in
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Fig. 2.5 Training and testing loss of the proposed channel network in two molecular
communication scenarios.

signi cantly higher SIR values across all time slots. The comparison between these
scenarios underscores the critical role of ow dynamics in mitigating ISI and enhancing
the reliability of molecular communication channels.

Subsequently, the channel network was trained using randomly generated symbol
vectors of length 100 with a batch size of 20. The training process aimed to minimize
the negative log-likelihood loss. The convergence of the training loss, plotted against
the number of training iterations, is depicted in Fig. 2.5. The steady decline in loss
values demonstrates the network’s ability to accurately approximate the conditional
probability distribution of received molecular concentrations. As suggested in related
work, the nal converged value of the loss aligns with the entropy of the normalized
received symbol vectors. This result validates the channel network's capacity to model
the stochastic behaviors of molecular propagation, including noise and ISI e ects.

To further evaluate the channel dynamics, a comparison between the analytical
model and simulation results was conducted under two scenarios with normalized
transmitting molecular concentrations. The results are illustrated in Fig. 2.6, o ering
insights into the system's behavior under distinct ow conditions:

In Scenario 1, which is characterized by low ow velocity, the analytical model
successfully captures the signi cant uctuations and non-linear growth patterns caused
by high ISI. As shown in Fig. 2.6(a), the simulation results exhibit larger error ranges,
particularly in the low concentration region, re ecting the system's susceptibility to
ISI and noise under di usion-dominated propagation. This behavior highlights the
challenges posed by the slower molecular clearance and the prominent role of di usion
in such environments.
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Fig. 2.6 Comparison of the normalized received molecular concentration between the
analytical model and simulation model in two molecular communication scenarios.

In Scenario 2, with high ow velocity, the system demonstrates improved stability
due to the reduced ISI. Fig. 2.6(b) shows that the error ranges are narrower, and the
agreement between the analytical model and simulation is closer, especially in the
mid-to-high concentration range. Nevertheless, minor deviations are observed in the
low concentration region, which can be attributed to the residual e ects of noise and
stochastic molecular dynamics. These results emphasize the importance of ow velocity
in mitigating ISI and improving the overall reliability of molecular communication
systems.

2.4.3 Performance Evaluation

To evaluate the proposed semantic molecular communication framework, an image
classi cation task was con gured in which semantic features were extracted, encoded,
transmitted, and decoded to ful ll task objectives. As a bit-oriented baseline, a
conventional source channel pipeline was adopted: input images were rst compressed
using the JPEG algorithm R4] to remove redundant visual information, followed by
channel coding with low-density parity-check (LDPC) codes4l] for error protection.
Binary concentration shift keying (BCSK) was used for molecular modulation, and
a minimum mean square error (MMSE) equalizer mitigated ISI. At the receiver,
classi cation was performed by a CNN comprising fouB 3 convolutional layers with
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