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1. INTRODUCTION 

Nowadays, the internet of things (IoT) has grown into a global giant, grabbing hold of every facet of our 

everyday lives and benefiting people with its unrestricted intelligent technology. The IoT integration of the 

real world with computer networks and software applications such as health monitoring and home automation 

makes personal privacy and security techniques critical for future IoT development. However, due to the ease 

of access, lack of restrictions and fast-growing demand for more facilities, IoT systems can be vulnerable to 

collapse in the face of some massive attacks, such as spoofing, denial of service (DoS) and intrusion attacks.[1] 

In order to maintain the security requirements of IoT systems, machine learning (ML) based security 

schemes could be a promising alternative. ML schemes can be applied to train IoT system to recognize specific 

attacks and adopt the corresponding defense strategies. Additionally, ML algorithms would be useful to 

predict future attacks, which are usually mutations of previous attacks, through analyzing and learning from 

the existing data. Therefore, ML-based security schemes are important for us to address the challenging attacks 

in real-world IoT security tasks. 

2. LITERATURE REVIEW 

In this section, we will first go through key concepts, including the IoT security attack, machine learning, 

and review previous literature studies and then analyze the gap in existing knowledge based on the review. 

2.1 Key Concepts, Theories and Studies 

[1] IoT Security Attack 

The IoT security attack is one of the most crucial challenges in IoT research, Sengupta, et al.[2] have 

broadly divided the IoT attacks into the following four domains, as shown in Fig.1. 

 

FIG 1 ATTACKS IN IOT 



Most recently, many literature studies have discussed various IoT security attacks and corresponding 

defensive schemes. For instance, Vishwakarma, et al.[3] discussed the principle of botnets and malware being 

deployed to ‘Distributed’ DoS attacks and proposed a more dependable DDoS defense technique to recognize 

the security gaps. Arshad, et al.[4] concentrated on the detection of malicious Sybil nodes and proposed the 

THC-RPL scheme, which significantly reduced the packet loss rate while maintaining lower power 

consumption. Besides, there were many papers focusing on the potential security challenges of IoT systems.[5-

7] However, most of these works addressed only specific solutions to specific security attacks. So far, very few 

articles have proposed a general approach to defend against multiple IoT attacks. 

[2] Machine Learning 

Machine learning is a branch of artificial intelligence (AI) that focuses on optimizing model performance 

and effectiveness through learning existing data and previous experience. Generally speaking, ML algorithms 

can be classified into the following four types, as shown in the following Fig.2. ML methods do not need 

explicit programming and possess outstanding performance in dynamic networks, which are very suitable for 

maintaining the security of IoT facilities without continuous human supervision. 

 

FIG 2 TYPES OF MACHINE LEARNING 

As illustrated in Table 1, many papers have proposed various ML-based methods to prevent specific IoT 

attacks and improve IoT security. [3, 4, 8-14] Among them, the Q-learning schemes proposed by Xiao, et al.[8] 

performed well in the face of both spoofing and jamming attacks, while the SVM schemes proposed by Ozay, 

et al.[9] could effectively identify and defend against intrusion and spoofing attacks. Besides, it is worth noting 

that the intelligent architecture combining CEP and ML proposed by Roldán, et al.[15] can manage dynamic 

patterns for identifying IoT security threats, which is one of the most advanced security schemes. 

  



TABLE 1 IOT SECURITY SCHEMES. 

Attacks  Security Schemes  ML Methods Performance 

Spoofing Authentication Q-learning[8] Average loss rate 

 Authentication SVM[9] Classification accuracy 

 Authentication DNN[10] False alarm rate 

 Authentication dFW[11] Misdetection rate 

DoS Secure IoT offloading MLP[12] Detection accuracy 

 Access Control MCA[13] Root mean error 

 Flow Detection NFS[3] Storage efficiency 

Intrusion Access Control Naive Bayes[14] False alarm rate 

 Access Control SVM[9] Classification accuracy 

Sybil Dual Identity THC-RPL[4] Power consumption 

Jamming Secure IoT offloading Q-learning[8] Energy consumption 

  

2.2 Gap in Existing Knowledge 

According to the literature exploration above, one of the most promising solutions to IoT security attacks 

is ML-based security schemes (e.g. SVM[9], CEP-ML architecture[15] ) to identify and defend against specific 

IoT threats such as spoofing, DoS and intrusion attacks. (Fig.3) However, most of the solutions proposed by 

these studies could only address specific security attacks and would be unable to define more patterns for 

detecting dynamic multiple attacks. Inspired by Hussain, et al.[5] and Ahmad, et al.[16], it is feasible for us to 

explore a hybrid defense scheme on the strength of the advanced ML-based security algorithms. 

 

FIG 3 LEARNING-BASED SECURITY SCHEMES IN THE IOT. [7]  



3. RESEARCH QUESTIONS 

After analyzing the background and existing gaps, in order to address the research problem scientifically 

and effectively, I have divided it into the specific questions listed in Table 2. 

TABLE 2 SPECIFIC QUESTIONS AND OBJECTIVE 

 

4. RESEARCH METHODOLOGY 

4.1 Aim and Objectives 

The main goal of my research is to explore a dependable hybrid IoT defense scheme with state-of-the-

art ML-based security algorithms to secure IoT systems from multiple IoT attacks, such as spoofing, denial 

of service (DoS) and intrusion attacks. 

4.2 Methods and Sources 

To achieve the research aim, first of all, it requires an in-depth literature review of the current 

development in the field of IoT security, the fundamentals of various IoT security attacks and the different 

methods researchers proposed to defend the specific attacks. Secondly, in consideration of the ML-based 

methods will demand a variety of training data and extensive experiments to ensure the efficiency and 

effectiveness of the ML algorithms, I would like to adopt quantitative and experimental research methods, 

which systematically intervene in the training process and evaluate the accuracy and precision of each security 

scheme. The following presents my fundamental research methodology implementation flow: 

  



[1] Testbed Establishment 

 Due to the special characteristics of the IoT attack testbed, thorough model building and training for 

intrusion detection will be necessary. Therefore, I utilize FACT1 and Stratosphere Lab2 open-source projects 

to test multiple simulated IoT attack detection scenarios. As shown in Fig.4, the DDoS detection pipeline[17] 

available on Stratosphere Lab is a suitable test framework for evaluating the accuracy and precision of various 

DDoS classification algorithms, which would be useful to modify and improve the performance of classifiers. 

 

FIG 4 IOT DDOS DETECTION PIPELINE[17] 

[2] Training Datasets Collection 

 It is significant and fair to train different ML-based security models on an unbiased dataset that is IoT 

specific and involves various types of attack traffic. Since IoT-related companies rarely release the primary 

data for the reasons of confidentiality laws and user privacy Restrictions, I adopt some of the reliable 

secondary datasets, as illustrated in Table 3. [18-22] However, instead of using all of the following datasets, I 

would select the most appropriate one based on the peer review and specific circumstances. 

TABLE 3 DATASET ANALYSIS 

Dataset (Year)  Benign Records Malicious Records Description 

Bot-IoT (2018)[18] 8,892 71,342,700 Appropriate Labels 

*CICIDS (2017)[19] 2,263,123 567,601 Unique, Complex Features 

UNSW (2015)[20] 581,232 79,322 Large-scale DDoS attacks 

*SCADA (2019)[21] 32,789 89,374 Full Packet Capture 

IoT-23 (2020)[22] 30,854,735 298,490,308 Recent, but without HTTPS 

The asterisked (*) datasets are the alternatives.   

  

 

 

FACT1: https://fkie-cad.github.io/FACT_core/   Stratosphere Lab2: https://www.stratosphereips.org/ 



[3] ML Model Training 

 Based on the in-depth literature review and inspired by Ahmad and Alsmadi[16], I intend to utilize and 

integrate advanced ML algorithms, such as Random Forest, Naive Bayes, Support Vector Machine (SVM), 

distributed Frank-Wolfe (dFW), and K-Nearest Neighbors (K-NN).  

At present, I have carried out a preliminary test for these ML models and obtained some elementary results. 

As shown in Table 4[9, 11, 23-25], the Random Forest model got the best accuracy of 99.2%, and the combination 

of SVM and dFW models achieved the highest F1-Score[26] of 97.2%, which represented the good balance 

between precision and recall. And it should be noted that, due to the limited time, this preliminary test was 

based on a small dataset, which may be biased and lack sufficient scenarios. In the future, I will adopt some 

larger and more reliable datasets (as shown in Table 3) to ensure the validity of the ML model training. 

 

[4] Training and Data Analysis 

As illustrated in Table 4, the main criteria for evaluating the efficiency and effectiveness of ML security 

models are accuracy, precision, recall, and F1-Score. After model training, I will collect and analyze the 

experimental results by using Excel forms, confusion matrices [27] and ROC curves [26] as the following steps: 

➢ Organize experimental data results in Excel form and calculate statistical criteria (Table 4). 

➢ Utilize TensorFlow, MATLAB and MMDetection to visualize and compare the confusion matrices 

between different ML classification algorithms. (Fig.5) 

➢ Utilize Python packages such as Pyplot, Matplotlib or Tensorboard to plot and compare the ROC curves 

of different ML security models. (Fig.6) 



 

FIG 5 CONFUSION MATRIX COMPARISON 

 

FIG 6 ROC CURVE COMPARISON 

The confusion matrix is a widely used technique for summarizing and comparing the accuracy of various 

classification algorithms. Fig.5 shows the confusion matrix comparison between three different classification 

algorithms. It indicates which models are getting higher accuracy and what types of mistakes they are making. 

The ROC curve is a very useful tool for visualizing and evaluating classifier performance. Fig.6 illustrates 

the ROC curve comparison of three different classifiers, which calculates the ratio between the true positive 

(TP) and false positive (FP) rates. Higher ROC values determine that the classifiers can successfully 

distinguish between TP and FP instances in the dataset. By comparing the confusion matrix and ROC curve 

of different ML security models, we can know how to modify and improve the algorithms further. 

  



4.3 Advantages and Potential Obstacles 

 After presenting my methodology implementation flow, I would like to discuss the advantages and 

potential obstacles of my research. As to the advantages, my methodology is designed by taking advantage of 

existing advanced studies, reliable datasets, and efficient visualization tools to address the research questions 

step by step. 

 As to the potential obstacles, firstly, how to make my training datasets fairer and more scenario-rich 

would be a potential challenge. Secondly, more expertise and GPU resources would be required to support 

my further research. Finally, time is always the biggest obstacle. How to advance my research efficiently and 

scientifically in the next three months would greatly influence my results. 

5. EXPECTED RESULT 

 There are still a variety of technologies to be discovered in the area of ML-based security methods and 

they have promising application prospects in the field of IoT security. I expect to utilize the research 

achievement of the IoT security schemes to explore approaches to realize a more privacy conscious and 

reliable IoT system, which would have a promising publication opportunity and broad market prospect. 

6. TIME SCHEDULE 

In order to advance my research scientifically and effectively, I developed a specific research schedule, 

as shown in Fig.7. And to be honest, I understand the research cannot always proceed smoothly as planned, 

so I will modify the schedule according to the actual situation. 

Besides, my IP Record can be found here: https://github.com/GuangLun2000/Intern-2023  

 

FIG 7 TIME SCHEDULE FOR RESEARCH 

  

Industrial Placement Schedule

Project Lead: Zhezhuang Xu, Hanlin Cai

WBS Task Priority Resource Start Finish Duration Done % Complete

u 1 In-depth literature review NORMAL FZU, Hanlin Cai Fri 10-Feb-23 Fri 24-Feb-23 12 60%

u 1.1 Go through the advanced paper NORMAL FZU, Hanlin Cai Fri 10-Feb-23 Tue 21-Feb-23 8 80%

u 1.2 Repeat the experiments LOW FZU, Hanlin Cai Mon 20-Feb-23 Thu 23-Feb-23 4 60%

u 1.3 Explore the gaps of existing methods HIGH FZU, Hanlin Cai Fri 24-Feb-23 Fri 24-Feb-23 0 40%

u 2 Redesign some advanced ML algorithms NORMAL FZU, Hanlin Cai Fri 24-Feb-23 Wed 29-Mar-23 24 20%

u 3 Try to integrate different security modelsd LOW FZU, Hanlin Cai Fri 10-Mar-23 Fri 31-Mar-23 16 10%

u 4 Comprehensive experiments NORMAL FZU, Hanlin Cai Sat 01-Apr-23 Mon 24-Apr-23 23 2%

u 4.1 Collect the data NORMAL FZU, Hanlin Cai Sat 01-Apr-23 Thu 20-Apr-23 14 5%

u 4.2 Contrast various results NORMAL FZU, Hanlin Cai Wed 12-Apr-23 Mon 24-Apr-23 9 2%

u 4.3 Analyze and comment on the experiments HIGH FZU, Hanlin Cai Mon 24-Apr-23 Mon 24-Apr-23 0 0%

u 5 Report writing and revise (Repeatedly) HIGH Hanlin Cai Thu 04-May-23 Wed 24-May-23 21 0%

u 6 Final demo slides perpared for the research defence NORMAL Hanlin Cai Sat 20-May-23 Sun 28-May-23 9 0%

u 7 Final research report revision and submission HIGH Hanlin Cai Tue 30-May-23 Mon 12-Jun-23 14 0%

Industrial Placement Schedule

https://github.com/GuangLun2000/Intern-2023
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