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1.1l ntroducti on

Nowadays, thenternet of things (IoT) has grown into a global giant, grabbing hold of
every facd of our everydaylives and benefiting people with its unrestricted intelligent
technologes. However,due to the fastjrowing demandor IoT facilities withoutmatched
access contrplloT systems can be vulnerable to collapse in the face of massive attacks
According torecentsurveys, more tharl86% increasen the recordsf largescaleloT attacks
hasbeenobservedn thepastthreeyears!!-3l,

As an alternative to conventiorsdcurity schemes, machine learning (\Masedschemes
appear to be a promising option for 10T securithany existingresearchasproposedsome
stateof-the-art learning basedmodelsto addresshe specific single attacls and achieved
notableperformancs [*°. However,an advancednvadercan performvarious attacksn a
collaborativemanner called multiplemix-attacks, leading to more seriouzamagé'® 11 To
resolve thimmew challengea realistic andepresentativelatasefor loT multiple-mix-attacls
is necessaryor training andverifying the authenticity of thdearning based models

In this papera rteiamhet el | i gent gy D@ G MSikedwasor i n g
establisled to investigatehe feasibility oimplementindearningbasednodelsto detecicyber
attacls. Thistestbed wasonstructedisingfacilitiesconductedn thephysicalw o r. | uftiple-
mix-attacls were deployedon thetestbedto understand how loT devicdsehavedin the
network when infectedAlso, the networkactivitieswerecapturedor traffic analysisandthe
behavios andfeatureof the trafficwereextractedo build anewRIGMS datasetFurthemore
five advancedvL models werautilized for training and testing based on f®posed dataset.
Ultimately, experimentresultswere analyzed tcevaluatethe effectivenesof implementing
ML models todetectioT multiple-mix-attacls.
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2. Literature Review
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Howewest of these works addgierssgdeslranlyy aspge
Stil tpnésedargeitvi emmasd 0 a meadedwhomay collaboratively perform
multiple attacksfrom different source8 6 as shown in Fig.1To advance the researdh
this domainwe proposea realisticandrepresentative datasketr multiple-mix-attaclksw h i ¢ h
can betwuvuaed &0kl ecavcnatedtcesdieoat egi es.
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FIGURE 1 AN ILLUSTRATION OF 10T MULTIPLE -MIX -ATTACKS

2.2earning Based Detectio

Learning Baiskas ek ttearcthvhib hgaute sonpot di emli zpeer f or ma
and effectiveness t hgeotugd dreeawind hdfl sexxp esit ié nngc
l earning baaerdba®d iefcd danma ingalsowihRi g. 2



Impersonate

-

ATTIBTE
Identity-Based Attacks
* Spoofing Arracks

 Sybil Attacks

[——
Rogue Edge

Rogue User

Eavesdropping

Leaming-Based
Authentication

Learning-Based
Malware Detection

Malware

e

Trojan

Viruses

g.

—s
.
Man-in-the-Middle Attack J
«©

N

Secure loT
Offloading with
Learning

Learning-Based
Access Control

o

. Malware
Privacy Leakage

Q
=i >
g E‘ o

DoS Attack

FIGURE 210T SECURITY ATTACKS AND CORRESPONDING DEFENSIVE METHODS

Aut hentmed datodpnovcg beh scefc usrpydtyeomsdi st i ngui sh

nodes fromnomdalsidci efufse ct ii WdeelAytaismpyld vaeristss ¢ h as
eavesdaongpbitlg Ac’kS ¢ ur ei wefnfalbol abda c | tbal'tt i telise e
resowfceakoundderfveen mput ati onal |l y-cirntte cldithv & asrk
Access control can effectively blaod&soanrace o
ornt hleoT ndtwohdk war e tded lguheecslopfewodles agdi nst
mal i miad wea rseurcdkoitd s90j ans e 8%d 23]
FIGURE 2 AN ILLUSTRATION OF 10T MULTIPLE -MIX -~ATTACKS
Attacks Security Schemes ML Methods Performance
Spoofing Authentication Q-learning!!”] Average Loss Rate
Authentication SVMI23] Classification Accuracy
Authentication DNNI[18] False Alarm Rate
Authentication dFWPI Misdetection Rate
DoS Secure Offloading MLP21] Detection Accuracy
Access Control MCA[4 Root Mean Error
Flow Detection NFS! Storage Efficiency
Intrusion Access Control Naive Bayes/®! False Alarm Rate
Malware Detection SVMI23] Classification Accuracy
Sybil Authentication THC-RPLM Power Consumption
Authentication K-means(!!-13] Multiple Detection
Jamming Secure Offloading Q-learning!!”] Detection Accuracy
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this paperto investigate thdeasibility of implementing MLmodelsto detectmultiple-mix-
attacksf | a & v a Mic raadlelsweretrainedbased on theepresentativ®I GMS dataset
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|l odttackenateenallwi dgvalntpi hggseazaumi ty mechan
Therefore, ut i | iszd megnmreasd w &l hi epeadr asmeodlenttie ey d n g
prevewmrnkmawmacks. It ke b Fapresentativedatasets based on
physicalloT devicesandrealisticloT networkadvancs the researcin this domain.Most
recently,somerelatedliterature workgproposedvarioustestbed andcorresponding datasgt
ascompared inrable.226-31],

TABLE 2A SUMMARY OF RELATED WORKS

Testbeds & Datasets Benign Records Malicious Records Key Words
HBB (2014)% null 77,054 HTTP flooding method, without benign traffic
IRC-centric (2006)[?") null 227,784 Real-world botnet, without benign traffic
SCADA (2019) 427,934 6,622,054 Realistic I10T environments, online deployment
Botloader (2014) 7,417,070 29,662,465 Mix of two-way traffic, with large-scale DDoS
DDOSTB (2017)1 2,218,761 557,646 Complex and advanced hardware systems
10T-23 (2020)14 30,854,735 298,490,308 Abundant, captures in controlled environment
Proposed RIGM S (2022) 2,070,012 97,086 Multiple-mix-attacks, with detailed features

T b u It drepresentativelatased, numerougestbedsvereconstructedTo beginwith,
the HTTP-based botnet{BB) testbedproposed byAlomari, et al?%! relied onan advanced
server to analyzea realtime HTTP-basedbotnetattacks In their work,a completeWeb-
accesdog infectedby a botnetwasfirst suggestedor researcherBesidesthe IRC-centric
testbeddesignedby Livadas, et ak”! madeuseof areatworld botnetc a |l | e d, @whKRai t e n
could launchthe DDoS attack to thevictim host. However,both of HBB-testbed andRC-
centric testbeaverenotincludedbenigntraffic, which led todeviatiors from therealnetwork



environment.Contrary to theirapproacks, our testbedakesadvantage ofDstinat¢®? and
EXPLIoOT to generatdenign andnalicioustraffic simultaneously
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testbedakesadvantage oOstinatd®?l, EXPLIoT3 and Kali LinuX®®! to generate benign and
malicious activities simultaneously Third, Firmware Analysis and Comparison Tool
(FACT)B"is utilized for traffic analysisand ArgusTool 8l is used foifeature extraction and
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TABLE 3 DESCRIPTION OF THE DEVICES IN RIGMS TESTBED

Devices Descriptions

Temperature Sensor Monitors the real-time temperature in the bin. When the temperature reaches the

threshold level (50°C), the sensor sends alarm signal to ESP Module.

Humidity Sensor Monitors the real-time humidity level in the bin. When the humidity is out of the

designated range (21% to 86%), the sensor sends alarm signal to ESP Module.

Ultrasonic Sensor Monitors the remaining space in the bin. When the space is less than the threshold

level (15%), the sensor sends alarm signal to ESP Module.

ESP Module ESP module is integrated in NodeMCU loT-platform, which used to information

transmission and edge computing. More details can be found in Ref 34,

Ali-cloud platform The advanced server, Ali-cloud platform, is utilized for data processing, data
(Cloud) storage and complex computing. Additionally, the java-web platform is

implemented in the back end of the Ali-cloud for data visualization.

Human Machine Used by the administrator to control and monitor the RIGMS testbed in real-time.
Interface (HMI) Besides, HMI allow the user to modify the parameter and interact with the system.
Digital Twin The mobile Android application is implemented as Digital Twin of the RIGMS

Application (DTAPP) testbed, which accurately reflect and control some physical devices in the system.
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f omu |l t-mipatet alcnk st hi s ug a p@stnadwe conducing continuous

benigntraffic. To ensurethe loT attackscome from different sourceEXPLIoT!33 and Kali

Linux[®8 weresimultaneouslemployedto generatenaliciouscyberattackactivities. It should

be noted thatve deliberatelydesigned our dataset to lbmbalanced The percentage of
malicious activities was less than 6.00%, which could make the testbed envirensieniltar
as p ote the rbalwerld networks“®: 41l In the attackscenariosiwelve types oftraffic
activitiesi nc|l DdshgDdnada#ldr (DDoe ) ,
gener atfeods efpragr caut réiceesst ®(etdi, BXPLI@lN,and Kali Linuy. Tab |l e 4
il lusthseat esti cadt h en f taotivanésip attack scenarios

TABLE 4 STATISTICAL INFORMATION OF THE CAPTURED TRAFFIC

SQL

| nj eoMereon anc

Type of the Traffic Source Percentage Type of the Traffic Source Percentage
Benign Traffic Ostinato 91.50 Device Identification *Multiple 1.091
Malicious Traffic *Multiple 4.480 PortScanner Traffic EXPLIoT 0.182
DDosS Traffic *Multiple 2.085 Okiru Traffic EXPLIoT 0.096
SQL Injection Traffic Kali Linux 0.795 C&C Traffic EXPLIoT 0.084
Jamming Traffic Kali Linux 0.042 Information theft Traffic EXPLIoT 0.065
Command Injection Kali Linux 0.040 Other Normal Traffic Testbed 4.020

The asterisked (*) means traffic activities come from multiple sources.

As s hown4 mas T atbd reit hre gternaef rf dDtsd d, allayt o h e

,ySame t
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sc e n aaricen s d WboEXPLdOT and Kali Linx. All of the relateddatageneratedn the
attacksc enga s owe | b e misg rtahtegod fl feict ee ad o wadhsdd’®’l, where

therecordechveragealata rates 890 khbt/s andthe averagpacketsizeis 294.6bytes.
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A s f faature@xractiois concernegthe researchén Ref!?® suggestea valuablemethod
to selecttraffic features for ML modeltraining Also, the relatedwvork proposedn Refl0
demonstrate the effectivenes®f Argus Tool®8! for feature capturdnspiredby their works

in this paper the continuousvariationbetween benign and malicious activities was analyzed

usingArgus Tool. Based ortheliteratureworksandour analysis thefeatureextracedfor o u r
datasets shownin Table 5.Ultimately, all the data was labeled eithieenign traffic (0) or

malicious traffic (1)



TABLE 5 FEATURES EXTRACTED FOR PROPOSED DATASET

Features Types Features Types

Total Packets (ToPks) Integer Destination Packets (DsPks) Integer
Total Bytes (ToBys) Float Destination Bytes (DsBys) Float
Total Load (ToLod) Float Destination Load (DsL od) Float
Tota Rate (ToRat) Float Destination Rate (DsRat) Float
Total Loss (ToLos) Float Destination Loss (DsLos) Float

Total Port (ToPot) Integer Destination Port (DsPot) Integer
Source Packets (SoPks) Integer Mean Flow (mean) Float
Source Bytes (SoBys) Float Source Jitter (Sodtr) Float
Source Load (SoL od) Float Destination Jitter (DsJtr) Float
Source Rate (SoRat) Float Source Interpackets (Sol pk) Float
Source Loss (SoLos) Float Destination Interpackets (Dslpk) Float
Source Port (SoPot) Integer Total Percent Loss (TpLos) Float

4. Lear ni ng Bs&sPeedr fMordaeahni cueat i on
Thi s dgddecctcirolbeasr ntihneg buasseedd immo dtelliése p apat uat i
met h o duotliolgigpeeads uper f beorhance model s.

4. Exper Amahtwysi

As shownin Figure 4,some cybesattacks (e.g. DDoS, SQL Injectiocpn beeasily
reconnoiteredvhile some otherattack activities, such as PortScanner and Data Theft, are
difficult to detect In this case, the rulbased mechanisnssiggestedn Ref*? “3lwould fail
since the feature of the traffic is tgabtleto recognize On the other handhe relatedvorks
proposedn Ref 28 40ldemonstratg thefeasibility of utilizing ML for subtlefeaturedetection
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In this case studyour RIGMS dataset includes a total of 2167098 traffic samples for
training and testingvhere 80%of data was used for modehining and 20%or model testing.
Figure 5 illustrates thidbow of theexperimentwherethe inpuis the 24selectedeatuses, while
theoutputis eitherbenign traffic(0) or malicious traffiq1), asmotionedin Section 3
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FIGURE 5 THE PROCESS OFEXPERIMENT

42.Model Training & Testing

As mentioned in Section Ais paperims toinvestigate the feasibility of implementing
ML modelsto detectnultiple-mix-attacks Thereforefive advancedearning basedhodelsare
utilized for intrusion detectiormndattackrecognition(Fig 5). Table6 showsthe performance
metricsof thesefive ML models proposedoy relatedliteraturereviews!'? 14, Based on the
relatedresearcht’. 182324, 4dlthis papemlsoutilized the Keras Library“%l andscikit-learning
library 8! to implementthesemodels whichweretrained and testeavertheproposedrIGMS
datasetNext, the experimentesuls arecomparedanddiscussedn section5.

TABLE 6 A SUMMARY OF PERFORMANCE METRICS

Ref. ML Model Accuracy Precision Recall F1-Score
[17] Q-learning 96.7% 95.8% 98.9% 97.3%
[18] NN 99.03% 97.89% 100% 98.9%
[23] SVM 99.86% 96.71% 99.23% 97.95%
[24] MCA 97.2% 96.4% 95.7 96.1%
[44] Random Forest 98.5% 96.7% 95.1% 95.9%

NN: Neural Network ~ SVM: Support Vector Machine  MCA: Multivariate Correlation Analysis




43.Per formance Evaluation

After model training and testing, the next stepp&formance evaluatiorGenerally
speakingthe experimentesultof training and testings usuallyassessd by metricsderived
from the confusion matwi [* 4], as shown in Tabl@.

TABLE 7 CONFUSION MATRIX FOR EVALUATION

Traffic Data Classified asBenign  Classified as Malicious

Benign Sample True Negative (TN) False Negative (FN)

Malicious Sample  False Positive (FP) True Positive (TP)

As mentioned in Section 3, to simulate the #eatld networkenvironmenta similara s
possi llhe ddelbaratetydesigneddo benbalancedwhere the amount of benign
traffic is far more than maliciousaffic. In this case, the benign sample is dominant in number,
leading to biased resultSo, the Accuracy metric is napresentativand reliable to evaluate
the performance of the ML models in tsizenarioln order to avoid a biased analysisedide
metrics (False Alarm Rate and {Detection Rate) have been suggedtéd Therefore, in
addition to Accuracy, the FAR and UND metrics alsaibedin the performancesvaluation
Table 8 illustrates severaValuation metricandtheir correspondindgormulas.

5. Res &RAnal ysi s
Thesectionpresend thenumericakesuls of theexperimentescribed in Section 4s well

as the discussion based @mparison and analysis

51.Numer Resaul t s
Table9 shows th@umericalresultsfor thethree performancemetricsof thefive learning
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